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(57) Abstract: An IC card (300) supplies an encryption 
key enabling content use to a terminal device (200) be- 
longing to a domain including the terminal device (200) 
sharing the IC card (300). The IC card (300) includes 
an out-of-domain use condition holding unit (305) for 
storing a use condition of the IC card (300) for a termi- 
nal device (200) outside the domain; and an out-of-do- 
main use enabled/disabled judgment unit (309) forjudg- 
ing whether the IC card (300) can be used according to 
the use condition when the IC card (300) is mounted on 
the terminal device (200). When the out-of-domain use 
enabled/disabled judgment unit (309) has judged that use 
is enabled, the IC card (300) supplies the encryption key 
to the terminal device (200) outside the domain. 
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H2cD^ff §P301, K^-f ^#^#§15302, <S«IDIfc#g|3303, KpHVff 
MM304, K^^fUffl^{«#§l3305, TOHVfl^Jffl ^#Ifr#g|5306, K 

M>^-mmummwM307, vM>m\\mummM^3os, YM^mm rts 
m^309^mx.^o 

[0072] M2(Dm^it §13301 IC#— K300/«^gg200(Z)IC#— K*PyM£*ffA& 
[0073] K^Mt#{&mi$302te, IC^7— K300(DK^^^J»«S^M200^i-K 

£&<-ObJ;v>U -g-Ay-et>J;v\ 09^ K^vtt^^302^#$tb^K^^ 
ff ^!l^i- 0 H9(D^!j-e{*, K^MM900te, IC#— }^3oo^mir^M 
^#5£i-3K>MVlD901, IC^7— K300(D^-— if^#^i-§^-— iflD902, 
-r^ID901^#^§tL5K^>-^Mi-§^^g200^i-^y^h903i^ 

fro fc*5, i^t^r, ^iDy^h^ic^7-KiDy^h(D^^, sura, imx/^<d 

[0074] S^ID^#§P303«, IC^— K300i5SJf A$H^iB*3Se200©jB*iD80lSr 
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[0075] K^Vft «#yfi«B304H:, ^ID^t#§|S303^^#$tbfc^ID801^K^^ 
7<^tt««304tt,IC^-K300^^b«^g200^K^^rt(D^ 

[0076] K^^^iJffl^f4^#SB305te. ^mm200frhM2(Dm§:m fR30lfeJ;^K 

^^flJffl^#^#^306^bT^#$tb^K^^^Jffl^#502^##« 
o BIIO^, K^^flJffl^fW^305^^$^K^^flJffl^#502(D- 

^<£>#£\ *IC#— K©a- if ^ K^-T^(DS^M200^*5V>T3[lI*-e^^ 

[0077] K^-r^^ijffl^^ttPsoef*, ^mm2oo^hm2(Dm^m xoi&irvx 
m^frifc.EMM^mo2faby—?m, m^^v^x-xivM^mm^w^^ 

[0078] vM>mm^mMw^zo7\^ \?M>^(D^^>ymmmm^tfz>\?M 

?E®1100te, mm 0 B#1101 N IC^7— K300^fflb7^K^-T^(D^igg200 
[0079] K^^^IJffllB^Hff$R308{i. K^^^IJfflfB®#a$P307^^j-b-CflJfflfB 

m&m^l-%m&^ a— ifj&s, #sic^-K3oo(DK^^-e<z)^fflSr N K;*4V 
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8H\ v^^(D<^^mm2ooK^ir^^^mm^i i ¥502{z.m^<^T^y 

[0080] K^^^IJffl Br^lJ^309« N K^^fflB^ffl§P304^J;oT, IC#— K300 

s*igg^ic^-K3oo^fij^ vjm^fr. %¥m~rz>o ^.<D^m^ vM^m 
oKm$R-rz>bkbi^ v*4>mm^wm^306\cv—?m&^mm2ooic 

[0081] £U:©J;5te*J&&*b;to^W^ 

[0082] Bll2tt, ^n^^flJffl^^^joV^TIC^— K300^K^-T>-^flJffl^#^ 

MM^j^§P107{iEMM700^^^-f-§ (S101) o K^V^Jffl ^##^§13104 
f*K^^fUffl^##^tPl03^^EMM700(D^^^§^--r^^-jSi-§K^ 
-T>-^IJffl^#502^^mb-C, ^^tLfcEMM700^#iPi-5(S102) o Jfejg 
ft -^#M^f t|5108fi. K^^flJffl^#502^#^p§tL7tEMM700^, =^ 
^^m^L-C^C^-^i:LT«^g200^^ff (S 103) 0 
[0083] i$k-mm.200\Z.&\ vC, ^ffl" ^gt§P201^^-^^ff U EMM 

^:#:702^iti~ ; 5(S201) o 5>St$^EMM^:ft:702«, $^^EMM^#g|52 

0A\z.^xvM>mmm i ¥m)n\^207^ igi<D^{f^208^L-ac#- 

K300^^f (S202) 0 
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[0084] ICJJ— K300lCj3VvC\ H2<D^^ff §|5301fiEMM^:ft:702^g:ff U VM> 
^IJffl^#^#$P306{^(DEMM^:#:702t±]^« (S303) o K^^^ljffl^ 

^^^IJffl^502^^i9|iiL-C, K^^^IJffl^^#SR305^|g-^i-§ (S3 
04) 0 

[0085] ^<£> £5 fcL-CEfa ^glOO^SoV ^'C*||#^^{«bfcK^^^lJffl^#502 
^ EMM700^##n£;fl,;5^^J;«9, ^^^g200^gSLTIC#— K300|*HC 

[0086] Bll3tt, IC^7— K300^A$^fcS*igg200^VNT, ^--if^^:^|B^ 

^^OO^lvT, ^ID^mb§P205{i, ^ID{£#£|3206;^St^mL 
«^g200^W#i-^«*ID801^, Hl(D^ff§P208^L-CIC^— K3 
00tol^fi-£(S210) o ^KDM^W208^ic^-K300^^Bf-^«i(!7 

— (Dms^mzM^ (S2i i) . n^M203\iv—^m^m\^x^>'T>ym 
3 >-T^y&n%.irz> (s 2 1 2) 0 

[0087] — IC#— K300^*5V^, H2(D^g:ff fP301^bT^^ID^#fP303« 
^ID801^ff«(S310) o K^^ff#^M304«, «^ID^(#§|3303^ 
^#$^«^ID801^K^>-ff#^mP302^^$tL«^y^h903tc:^^ 

tt§^^^J^i-§^^^J:f9, ic^;— K300^*$tL«*S©200^K^^ 

rt^^^Sg200^§(D^^K^^«^g200-trfc§^^IJfei-§(S311) 

, K^^^IJffl^#^#^306{i^L-CV ^!7-^^2(D^^f §15301^ 
L,XmMmU200KW^ir^ (S312) Q 

[0088] ^^>mm^m^304\zx^x^M>^(Dm^mu2ooxh^tm^nfcm^ 

, YM^m 'Jffl "51^^309^ K^^flJffl^#^#tP305^^K^^flJ 
ffi^#502^^t±ib(S313) , K^^^IJfflfE«#^307^^K^>-^IJffl 
aM(flJfflfB®1100)^^f±Jb(S314), ^f«^g200-e<Z)IC^— K300CD 



WO 2005/096157 



19 



PCT/JP2005/005817 



v^§r7-^|i^2(D^^f$|530l^^^^b-cs^m2oo^#t^i-§(s3l6) 0 £b 

KYM^m^ IJffl fE^Hfr }2K;>HVfl^ IJffi fB^^f |S307<D^IJffl fE®:£:H 

ffi-S(S317) 0 MMff^fca?)^, K^^^IJfflfE^j£fffP308fi. ^ig©20 

^IJffltE&H»308f2, 3£ilf^^^Jffl?E®^j;tJ ? K^-r^flJffl^#502^^2(7) 
£R30 1 ^LTS^g200 ^MffU S^g200 Ijffl fE«^-if 
^^i-^^^^-r^(S318) 0 :©^|:tot, ^$m200-TO, ^{f £ 
ttf^^^^flJffl^#^itJ ? flJfflfE»^^\^TK^^(DS^Sm200^ 

[0089] ^Dj^&^ffi^ *?mc%— K300£K^^«^»200^fi|AUh 
[0090] IH14«, ^^g200^tWC^— K300^*5it^flJffifE^(D^5feMffi^i-^ 

^ic^-K300^fffc^#A$^tfc^^9d^iJSi-§ (S220) o frfc^A^fc 

^tb^IC^— KlD^^ti-§(S221) 0 ^(D^ Hl(DM^ffP208^ic^— K300 
^^flJfflfE^1100^r^fLfc#^(S222) (^7feigg200ac^— K300i^|^)C 
K^-T>-^Mi-5#-^). f|jlj»209te, Jgl<D^{f£|3208^LTIC#-K300^ 
^JfflfE^1100(D^5fem^^^f i-?)(S223) 0 f|jlJ#P$|3209te, flJffllE^l 

ioo^m^^x^M>^(D^^mu2oo^n^mm^m^mir^4^>^ 

^i-§(S224) Q 

[0091] — IC#— K300^;joV^ H2<Z>j£^fg §15301 «IC#— K^n^h^lC^— K3 
OO^fff'^#A$tLf^^9/0^¥lJfe-r^ (S320) o fffc^Jf A^f'^IJ^*^ 
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^g200^^^t$tL^iffi^ID801^ff (S321) 0 ^fe^K^^ff 

304te, ^2<DMSff^301doJ;U?«^ID^#$P303^b-CSff$tL«*ID8 

01^ VM^mWti^Wn302\Ci^m^nt^^V^h903t^itm.l^X, IC#-K30 

mW200X-h^^\^r^{S322) o VM>9Yb¥\\'££flfzM-&. IC#— R300te 

J3\ K^^fUfflfB®^$|5307d^flJffifE^gc^mbT(S323), ^2(D^g; 
fTO301^LT^iSM200^ff-r§(S324) o ££>til, Jg2<7>3£g:ff $15301^ 
i^^mm.200^hm^m^^\t\.tzM^-(S325) , K^^flJfflfBii;3E§r$G30 
8{iK^^flJfflfE»#^307p fc iI(D^IJfflfE®1100^^i-§(S326) o 
[0092] ^(DX^m^^MiCX^), VM^9\-(Dm^^m.200XlC-fy— K300^£fflL^o 

%vM>ft(Dm^wm.2oo\z.icjj— F3ootimA£ntcM^n<>x\,^(D^ ^ 

— if ^V^4^(DiQ^mU200XS:mm l^fcot (fcSV ^pJ^«*9MU IC 

©2oo-e(Dic^— KfUffl^M^boo, ^!)^^^K^-r>-^(DS^M2oo-eic 
^g2oo-e^^ffli-§^^^-e^5o-e, ^-—^f(D^m^^i±^^t^x^ 0 

vfrh, \?M>?\-x<Dic%—\?3oo(Dmm femmmxfe?j:<vM>mm£ki i ¥502 
K^xmm^ti^(DX\^T^y^m^ir^m^(Dmm^m^m^t^x^ 

[0094] *fc. K^-r^fijfflMM^^^^a^igMf 5^c£<9, ^-ifW^r^rt<« 
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[0095] mz., ^llifecD^B^-^^t^^^>'^lJffl^^^^^!J^oV^T|^0j!-r^o 
[0096] IfBliCglltli, YMlstmm fBSHfr $15308 ^K^^flJffl bT 

200ft&;i#£3«/&£bTt>,£v\ tft#<£>i§^KJ\ mf(D^mW.200Kn\^X'P 
^v^M*-e^0^^jgffl«r^-e^, ue#^ic^-K3oo^ 

— K300(DM^«X.^«J^^bTt>^V \ 
[0097] &4b\ _hfB^ii(D^-t?tt, T f v ? ^/V^(DEMM^fflV>TK^^^flJffi^#^ 

;^1©ECM (KcfeifflECM, ECM-Kw, ECM-Kc) ^ACI (Account Co 
ntrol Information) N Kcfsi&fflEMM, ^VV—^^TEMM&^Jll ^XVM> 

mmm t ¥&icjj-}?3ooiz.mfe^xh^^u 4^-^yh^<Dmmm^xm 

'ML,Xi>£kX\ ^cIC^7-K300^PS^-f, )$MmW:200KWtfeirZ>£?KL,Xh& 
[0098] *fc, _h|B^Sfe(D^^-e«, IC^—KSOO^I^CK^^rt^^OS^ag® 20001 
#^o^ig©200(Z)ic^-K^n^h^#A$^7t^(D^m*-r^J:5^*^b 

Tt>j:v\ ^(D^, mi4<D^^yys223[zi3n^m^m^(Dmm s&idso 

1^IC#— KlD&^ffil^T, #^(DS*^m200(D^^fV^, ^$^^200 
[0099] $£>^ #^K^^(Z)#^^g200^, K^^ft^^^a^llibkT 1 

cz-wm^m^&mmir%£y{^xh^\ 

[0100] *fc, -hlB^SiO^^-efi, IC#— K300^a^®200<DIC#— KWyM^ff 
0&31M3IC#— K300^4oV>T, ^^^^^ir^^iJfflbTtBt^-trK^^ 
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[0101] *fc, v^^mmmm^.m^308^ ^mn2oo^h<Dm^m^^<xh, 

[0102] *fc, K^^fijffl«M(Dm*^fcfco-c«, iift ^jscMiHhbT, mmmmo 
[0103] ±isnjg(D^-e«, ^4^mm^502mmmmioo^b^m 

g200£^LTIC;*7 — K300 tl/CV >5 #S N K^Y^f Ijffl ^#^#g|S305 i* 
T^*/i'h(hbfaV&Mffim£¥KWlfe£tLX\^Xh£\<^U itftte. ftfe&ftmz 
£VmKX±m^Xh^ ^) <D\?M>ftmm4kflr&&&1rZ£5 KVXh £V *u 

o 

[0104] *fc, l3l3©^'7 t y^S318lJ:*5it5^UffllB#1100©^^Jg^Sr^it"r^ 
[0105] (a) K^^^fiJffi^#*5J;^K^^^iJffi«M (f mmSd fcg<5v ^XYM>^ 

(Di$Mmm2ooK&tf%nmvtmzmirz>jf^>^ 
[0106] (bmmmm^M^mim&m^tsftzmm ^tis&m\z.mix^z>b^ mm 

[0107] ( c ) mmnm<Dm^m^ir^/^^y±^t^fc^y^ wz.&. n®M 

[0108] (d)mmtmtvM>mmm^^^mm^mmmt<Dm^-^r(D 

[0109] (e)fiJfflfE»^K^^^iJffl^#t^$^SfiJfflBTf^H^cD^^-r^V^V 
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[ono] (ommmm^M^mmm^K^ti^mm ^tsmmKmuttg, 

coin] (g) mm umt\?M>m\m ^m^tstizmm *rt &mm tcom^>^< k 

[oii2] (b)mm$tttej&Kxi#3^M2ooKmtttt 

[01 13] (i) ftMfrtb&%t^W£X&i?~—Mz&^XtfJ?>x&m^1rZ>zb (09*.fcfl*- 

n^t, mmm, ic#— h*iv<D&mm/mmm, ic*— K©*f Ai#fc£). 
[oi 15] (k) ic%~F3oobiffiMmm2ootdmt£&vM>Kmirz> w<Djf^>x 0 

[01 16] _h|B (a) ~ (k) (D^ir- v^^te. if i&ffr-S^V £5 l^LTfe 

— K3oo(D— m^M^ir^xD^xh^\ ^.nhcom^^v^n, m^mmo 

[0117] K^V^^^^g200*7i{iIC^-K300(D^/ / giJ|^^i-^5/-fe- 

[0118] *fc, |l|140^^^ 0 S222^5oV^-Cf^^j : g^^ffL^V^#^^^^yS22 

4^5oV ^T_LfE (a) ~ (k) (Djf^Jf^xm^&ff-oXh X\ \ 
[0119] £fc, S^Sg200^7tmc^— K300«, .hfE^-^V^V^fflom^^ir-v 5 
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[0120] )&j8 % |E|13(D^^S316^*dV^T, IC#— K300f2. ^^^y^ffc^^J; 

[oi2i] *fc. YM^mj^^^mm.2oo^tz.mc^— k3oo^*dv>t, k^-t^(d 
[0122] *fc, ±m^m<DmM^Wix^ £x<D<$3mw:io2&£mc%— K3oo^*3v> 

^(D^^-e^S^g200, IC#-K300, t>b<«, »®i^^M200fe§ 
[0123] &*3 % ^^M200^f*IC^7— ^300X94^^Mi-^>m^. KtHV^-C 

[0124] £fc, K^^fljffl^^§|3305«, 1S#C^K^^^IJffl^#502^^bT 
t>iV>U ~<Z>^^ K^^fiJffl^^lJ^309^^f^CTig$Ri-§J:5^ 
LT^J;V\ f?!j^«\ K^^^^^#^K^^flJffi^#502^il^i-^ 
fi<tV>„ K^^flJffl^^J^309^^(DK^^^IJffl^#502^jl 

[0125] ^M>mm^m^n309^ m^^x, vM>m\\mm*%m 
^<^.tcitm<mn^x, mm "S&%mfe-r%£?Kvxh£^\ ^b^^M^ 
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[0126] *7c, m— h*M>Kmirz>%ibMmM2oohz>\,^mc%— K3oo©ra-e, aiSH-sr. 

o 

[0127] _hfEHifetf)7T^i-ete, S^igg200^IC^7— K300i^M^Ki-§#-^(D 

Oir^^Ki-S^-a^ «^g200irIC^7-K300±(D#^ o n^iNi:^^ 

[0128] &4b\ _hfB^ii(D^^-t?tt N ^^MlOO-eS^g200^IC^7— K300OK^-r^ 

fcfflc*- KsooiwiicDK^-rvfljiJ^^MMioo-e^^^^, ^MmM2ootic 

[0129] (a) *iitf m m^m*?ivt£i£ ) ^w-r^^mm2ootic^-v3oo^m-^ 

[0130] (B)IC^-K300^^igM200^|U^#Abfc^^gl!]W^K^^«^*5 

[0131] (c)M^=3^^^/cfi^-fe^^, mm~£.fcfeMnvfc.%&Mmw:2ooticj} 

[0132] (D)«^g200^(DIC^-K300(D#^[Him. WAMm^mmir^ &*3, 

$S^fi200^<DIC;fr— K300(D#AB#«^g200(D«MSAB#*^ 

[0133] ^fc, K^-f^W-ov^ ic^7— K3oo-e##i-§^ir^^v^in^^ 
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[0134] S^g200|WI±^cmC^— K300|^±^^-f-§K^^^®jb-C, 

[0135] *fc, K^^$w^^^^tt# mmm n^^iov^K ic*— Ky*w * 

[0136] K^^ftMW^SJ&filftH:, f^tSH'iffgft-C, Sfe3£moid>& 

m^^ff ULR#,&~e, «B7^fi200i::jf A£*vcv ^ic#— K300£BBJgttfr3: 

*D^5J:5^b"C^j;V\ lift {3^ SAC (Secure Authenticated Chann 

el) ±*~TK&m/nm&&Z.ts:x.l-££\s\ 
[0137] mM(Dftm2) 

[0138] EH5!i, ^^0j!(D||^(D^2^^it^ir :a r^T^^(D||E^^i-E|-e^o 
|W)EI<7)J:55^ ^-fe^T^^M^ S^^gTa~Tc, ffi*glTp, Tq, 
T^V^^irbT^^-y^— KCa~Cc^-^, a— if^K^-r^rt<Z)*^gf£it-e 

•So 

[0139] |nJia<£>R?HVC\ Dte. ^Slft^g^frfcK^^&t), dk^rt<D*|| 

2^(D^.^h!7-^A^^$tl,fc«^^yhr7-^B^^$tt«7^ 
[0140] S^Tate, ^-yf^ytfa-^pc, ^-f7Ml^ (gSfi?«fS8S, PDA&i?) ft 
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[0141] ^y^— KCatt, UET-^^-fe^r^Ti^tS-fe^aTf^^©- 

, smartSD#— K\ MOPASS (MObile PASS port) ^7— K£V>ofcIC#— KtRI6## 

[0142] mi6fe.^mmTab^vz— v<Dm&&^-r-?^y?m-e&% 0 mm^^m 

1tfR202, #£g&203, EMMm#SR204^glJ|^$tV-CV^^«k, GPS$|$210/^il 
iP^tLTV^^i:. ^ID^mbfR205(Dft^«9^fE^t±iLfP205a^#x.S^i: 
, K^^^lJffl^#^»9 fflL$P207(Dftt?f9 ^K^^^lJffl^fBH$l3^207a^ 
mx.Z>Mt&mt£% 0 -Hit. mm<D KCate, |E|2<DIC;(7— K300£itigSbT 

[0143] GPS§|3210», GPS (Global Positioning System) */^J*frb1&MWM.<0$tM$: 
[0144] ^mUf|S205afcJ\ ^ID^mb$P205<D«tl6^PXLT, GPS§P210^«to 

[0145] K^^fiJffl^#IEtigP207a^, K^^f ijffl^#£{£#-r3 0 KpHV^fiJ 

[0146] K^^tf «fi^pSP302tt, ^aW^S^^K^^^Kj^^tff «*»«f 
[0147] EU7tt, K7W , ^fS*fiy^302iC^$n5Kp^^ffi*©W*^ia^5o 
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K X^X^M>i)^m^tiXh \ 
[0148] E|18^. K^^ff #^#^302^^$tL^K^^tf fi^ffi^F!l^i-E|-efc 

,mmjcm^n^^^-vt\zMm^fh^m^K^^xtm'r^ 0 

[0150] if iSMiUJirLT, m±com\H fcfcv vr, ^±<d^^c#(^E^- 

c(i$Mmw:Ta)xm&$:m&Mmirz )o m±<Dnfoxh%z.tn, cpssmo^j; 
^m^ti^mKm^^x, vM>\Hx^t^M>^x^^i>m&K^ 0 k 

m "iMtctiK £t±<Dn\Hxtj:\^m-£-n, ^v^—^c a [-mmvxm^mrmm 

[0151] vM^mmm^^^mox^otcM^. ^±<Dm^x^^-v^m^ 
gTa^^Ab, \?*4^faxh%^t&mmx^fcm&x\ vM^mm^zW^v^ 
vhtsti, n&v^^n-xmm^jmfmmtf^o 

[0152] /^*d\ mmwzYMiy&mte, m*-U, GY>s<Dmm\z.x.^m\^^fvrzMm 

wmmm/mmmxmmL,xb^\ ^hi^mm^xv^x-hxw 

[0153] *7C, ^S©^W^T^>W^^^^CK7!^^«i-S^^IJ^i-Sft^<9^, 
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[0155] £fc, S^ig®Ta^«, m2(Di^Mmm200Km^Wcmm ^ ? ^«^«I§P201 
[0156] &3b\ S^gTa#«, &?Vbffimr>&&WlJ£<X£<, S*IDS^ffiUft2 

[0157] ^fc, njfeo^i<D=i^^fijffi^^(D^-M7T^!jf*, ^mm^jtmv)^ 
*^Ti/^j*^mm^mmx%%^tm^tiXh^\ 
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m^mm 

^w-x&ztmfezntctz, mmYM^mm^m^^x^=uT^f^^(DM 

mtm^mm^ m^t^nt^^^y^n^ir^iy^^ymmmmx-m, 
mtmM^—^nmm^^>y^m^^ti^(Dm^mxm, 

m&th±m&, &xxf, m^m^i-^xmm^mtm&^m^, ^ 

[3] mmv^^mmmm-i, ym>^-x<d ( a ) ^^T^yn^mm, (t>) ^^y 
mmmwsDum, (c) w^m. wmzbmm. (emmmm, am^vm, ( g )K 

[4] fiifBir^^T^VW^^, 
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[7] mm^'r^ymmmmi^ ^m^mt^v^^mm^w^mir^m^ 

[9] ftrta^^^Uffl^te, 
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